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Abstract
Signal is a function of one or more independent variables which contain some information. Signals are of different category
depending upon their characteristics. They are classiﬁed as noise signal, deterministic signal, random signal, periodic signal,
non-periodic signal, physically realizable and non-realizable, energy and power signals, analog and digital signals, etc. The
Information carry by these signals are in different formats like text, image, audio, video, etc. Due to advance internet technology,
it is very easy to transfer data from source to destination within second. Thus, issue of security and copyright protection of data
increases. There are different methods and techniques used for providing security and copyright protection used for data. In this
research, aggregation of two techniques i.e. 2D-DCT based digital watermarking for copyright protection and AES technique
using 256 bits key for security of digital image against different attacks like as jpeg compression, salt pepper noise, gaussian noise,
median ﬁlter, cropping, etc .
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1. Introduction
For every data transmission, there is need of source and destination. The source helps to originate information in
different format. Signal carrying data in image format, needs to provide security and copyright protection services for
data like 2-D still image. There is several security services which is can be provided by using different algorithms like
RSA encryption and decryption algorithm, DES algorithm, RC4 algorithm, AES algorithms, Blowﬁsh algorithm, etc.
The security services provided by all above algorithm are explained in following Fig. 11–3.
1.1 Conﬁdentiality
During transmission of data different stage are identiﬁed of protection technique by using passive attacks1–3.
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Fig. 1. Types of Security Services Provided by Various Encryption and Decryption Algorithm.
1.2 Authentication
This security service deals with assuring that transmission and reception of data which is authentic in nature1–3.
1.3 Integrity
Integrity services provides to selected ﬁeld within data which prevents duplication, modiﬁcation, recording and
insertion of data1–3.
1.4 Nonrepudation
This service prevents either source sender or destination receiver from denial of service of a transmitted message1–3.
1.5 Access control
It helps to control and limit the access of data from host system and application through digital communication. To
obtain this facility, every object of data must be identiﬁed so that access of data can be given to authorized person1–3.
1.6 Availability
During transmission of data through channel, various attacks may occur intentionally or non-intentionally. This
results in reduction or loss of quality of data. Following Fig. 2 explains network security model developed for
transmission of secure data. This model uses all above security services1–3.
2. Proposed Technique for Embedding of Watermark and Encryption of 2-D Watermarked Image
The proposed technique explains the aggregation of DCT image watermarkingwith AES technique used for security
and copyright protection for still image as shown in following Fig. 3.
2.1 Working of discrete cosine transform
It is a frequency domain technique. It helps in transformation of data signal into its different frequency component.
Many researchers have worked on this technique and develop different function in DCT4. In this research 2-D still
image is used as data. Thus there is need of 2-D DCT function for transformation of digital image into its frequency
component. This DCT function is used for embedding watermark signal into selected component of digital image4,12.
Mathematically, 2-D DCT can be expressed as follows:
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Fig. 2. Network Security Model for Secure Data Transmission.
Fig. 3. Aggregation of DCT Image Watermarking with AES Technique for Still Image.
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where,
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Fig. 4. DCT Digital Image Regions used for Embedding the Watermark.
or
α(u) = 1 for u = 1, 2, 3, . . . N − 1.
α(v) = 1/√2 for v = 0.
or
α(v) = 1 for v = 1, 2, 3, . . . M − 1.
Inverse 2-D DCT:
f (x, y) = C(u, v) − 1 (2)
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By using above equation, the digital image is divided into its three different frequency component. These
components are as follows:
• High frequency components denoted by FH.
• Middle frequency components denoted by FM.
• Low frequency components denoted by FL.
Diagrammatically, digital image component is shown in following ﬁgure4,12.
2.2 Discrete cosine transform watermark embedding process
Step 1: Accept the input 2-D still image as a cover image.
Step 2: Apply transformation on cover image using DCT.
Step 3: Select an image as watermark for embedding in cover image.
Step 4: Generate two pn−sequence i.e. PN−0 and PN−1 fromwatermark image such that element is equal to the middle
frequency component of DCT 2-D still image. Since, a middle frequency component provides additional defences
against lossy compression attack during keeping away from signiﬁcant modiﬁcation of the cover image.
Step 5: These PN−0 and PN−1 sequence are used for embedding in DCT 2D-image with the help of gain factor α
(alpha). If we consider image in matrix form as IM having middle frequency co-efﬁcient or elements of DCT block,
then embedding process can be perform as explain in following equation:
If watermark bit is 0 then,
IM = IM + α · (PN−0) (4)
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Fig. 5. AES Encryption Process Performed on 2-D DCT Watermarked Image.
If watermark bit is 1 then,
IM = IM + α · (PN−1) (5)
Step 6: To obtain watermarked image, take inverse of discrete cosine transform of 2-D DCT image after successful
modiﬁcation of middle frequency component for embedding watermark bits.
2.3 AES digital watermarked image encryption process
Step 1: Accept the input 2-D DCT watermarked still image as a cover image for performing encryption process.
Step 2: Apply transformation process on 2-D DCT watermarked still image with the help of 256 bit public key6.
Step 3: Apply encryption technique using 256 bit public key as shown in Fig. 5.
Step 4: Finally, combined watermarked and AES encrypted 2-D image is obtained.
3. Proposed Technique for Decryption of 2-D Watermarked Image and Extraction of Watermark
3.1 AES digital watermarked image decryption process
Above Fig. 6 explains proposed technique of combination of decryption process of 2-D watermarked image and
extraction process of watermark from watermarked image4–9. Steps for AES decryption process performed on 2-D
DCT watermarked image are as follows:
Step 1: Accept the input 2-D DCT watermarked & AES encrypted still image as a cover image for performing
decryption process.
Step 2: Apply transformation process on 2-D DCT watermarked & AES encrypted still image with the help of same
256 bit public key used while encryption process6.
Step 3: Apply advanced decryption technique using 256 bit public key as shown in Fig. 7.
Step 4: Finally, decrypted 2-D watermarked still image is obtained.
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Fig. 6. Decryption Process of 2-D Watermarked Image and Extraction Process of Watermark from Watermarked Image.
Fig. 7. AES Decryption Process Performed on 2-D DCT Watermarked Image.
4. Parameters Used for Measuring & Evaluating the Performance of Proposed Technique
4.1 Imperceptibility
The term imperceptibility is used for measuring the quality of image in presence of watermark signal. The quality
of cover image should not get disturbed after insertion of watermark5,6. This imperceptibility of watermarked image
can be calculated by using PSNR value. The PSNR value is peak signal to the noise ratio which can be calculated
using following formula5–12.
PSNRdb = 10Log10{Max21/MSE}
= 20Log10{Max1/MSE(1/2)} (6)
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Table 1. Following are Different Time Calculated for Gain Factor alpha = 0.5 during Watermark Embedding, Watermark Extraction,
Watermarked Image Encryption and Decryption Process.
Embedding Encryption Extraction Decryption Complete
Time Required Time Required Time Required Time Required Elapsed Time in
for Watermark for Watermarked for Watermark for Watermarked Seconds for
Types of Attacks in Seconds Image in Seconds Logo in Seconds Image in Seconds Whole Process
Cropping 0.8424054 0.156001 0.5148033 0.1404009 0.076309
Gaussian Noise (0.04 dB) 0.7956051 0.156001 0.5304034 0.2964019 0.076926
JPEG Compression (50%) 1.0608068 0.1404009 0.5148033 0.156001 0.077152
Median Filtering 0.8580055 0.156001 0.5304034 0.3276021 0.077238
Rotation (45◦) 0.8268053 0.1716011 0.561036 0.1404009 0.076514
Salt & Pepper Noise (0.04 db) 0.8424054 0.156001 0.5304034 0.156001 0.076595
Without any Attack 0.8736056 0.156001 0.5460035 0.1404009 0.078267
4.2 Mean square error
MSE is mean square error. Function f (x, y) is pixel value of host image and function f ′(x, y) is pixel value of
watermarked image which can be calculate using following formula. The logarithmic unit of mean square error is db
i.e. In decibels6–12.
MSE = (1/M × N) ·
∑
x=1 to N
·
∑
y=1 to M
[ f (x, y) − f ′(x, y)]2 (7)
4.3 Robustness
This terminology is used to calculate resistance power of the watermark against intentional or un-intentional attacks.
Robustness of watermark can be calculated as:
ρ(W, Wˆ ) =
∑N
i=1 Wi ∗ Wˆi√∑N
i=1(Wi )2
√∑N
i=1(Wˆi )2
(8)
In this research, robustness of watermark is calculated against various attacks are being used such as jpeg
compression attack, salt pepper noise, Gaussian noise, median ﬁlters, cropping attacks, etc7–12.
4.4 Elapsed time
Time constrain is one of the important factor. In this research, there are various time constrain while performing
the task. Such as embedding time taken by watermark for embedding in host image, encryption time required for
encrypting the watermarked image, decryption time, extraction time and total complete elapsed time required for this
process is also calculated for different types of attacks7–12.
5. Experiments and Results
Above Fig. 8 explains graphical representation of time required for embedding of watermark, extraction of watermark,
encryption of watermarked image & decryption of watermarked image against different types of attacks for gain factor
alpha = 0.5 is plotted from Table 1.
Above Fig. 9 is the graphical representation using Table 2 plotted between types of attack and peak signal to noise
ratio, normalized cross correlation co-efﬁcient & mean square error of combined watermarked and encrypted image
before attack and after attack.
In this research, image of shri sant gajanan maharaj is taken as cover image. The dimension of this image is 512 ×
512. The width & height is of 512 pixels. The type of cover image is jpg format and having vertical & horizontal
resolution of 96 dpi. The size of cover image 22.7KB. The taken as watermark logo for embedding purpose has same
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Table 2. Following are Different Peak Signal to Noise Ratio Calculated for Gain Factor alpha = 0.5 during Watermark Embedding, Watermark
Extraction, Mean Square Error Value for Watermarked Image, Mean Square Error Value after Extraction of Watermark and Robustness of
Watermark Present in Encrypted and Watermarked Image and after Decryption & Extraction of Watermark Process.
MSE Value NCC Value of Watermark Image
PSNR Value of PSNR Value of MSE Value of of Image after Before Encryption After Decryption
Watermarked Image after Watermark Watermark & Watermarked & Extraction of
Types of Attacks Image in dB Extraction in dB Image in dB Extraction in dB Image Watermark
Cropping 55.16024444 54.1629174 0.198178217 0.249338086 1 0.452576893
Gaussian Noise
(0.04 dB)
56.10274998 57.79989294 0.159516409 0.107917299 0.964320973 0.683174728
JPEG Compression
(50%)
56.10274998 69.23056089 0.159516409 0.07762905 1 0.977567604
Median Filtering 56.10274998 61.69326765 0.159516409 0.044030498 0.998353676 0.875845689
Rotation (45◦) 56.10274998 52.8475905 0.159516409 0.337536942 0.008485256 0.212466604
Salt & Pepper Noise
(0.04 db)
56.10274998 64.91048208 0.159516409 0.020990953 0.925492978 0.937877115
Without any Attack 56.10274998 69.23056089 0.159516409 0.07762905 1 0.977567604
Fig. 8. Graphical Representation of Time Versus Different Types of
attacks.
Fig. 9. Graphical Representation of Different Types of Attacks Versus
NCC & MSE Value of Watermark for Alpha value = 0.5 i.e. Gain
Factor.
Fig. 10. (a) Cover Image of Shri Sant Gajanan Maharaj; (b) Watermark Logo used for Embedding; (c) Watermarked Image of Shri Sant Gajanan
Maharaj; (d) Combination of Watermarked & Encryption Image of Shri Sant Gajanan Maharaj for Gain Factor (alpha = 0.5).
property as that of cover image but slightly differ in the size of image i.e. 20.7KB. Since the watermark logo is different
image than cover image. After watermarking process and encryption process is completed successfully properties of
image are same as that of cover image and watermark image. However, after watermarking & encryption of the image
size of cover image get increases up to 26.4KB and 149KB. Following are the ﬁgures used in experimental process
in this research for gain factor (alpha = 0.5).
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Fig. 11. (a) Cropping Attack; (b) Gaussian Noise Attack with Intensity of 0.04 dB; (c) JPEG Compression Attack up to 50%; (d) Median Filter
Attack; (e) Rotation Attack with 45◦; (f) Salt and Pepper Noise Attack with Intensity of 0.04 dB; (g) Without any Attack. On Combination of
Watermarked & Encryption Image of Shri Sant Gajanan Maharaj for Gain Factor (alpha = 0.5).
Fig. 12. Decrypted Watermarked Images of Shri Sant Gajanan Maharaj for Gain Factor (alpha = 0.5) after Applying Attacks like (a) Cropping
Attack; (b) Gaussian Noise Attack with Intensity of 0.04 dB; (c) JPEG Compression Attack up to 50%; (d) Median Filter Attack; (e) Rotation Attack
with 45◦; (f) Salt and Pepper Noise Attack with Intensity of 0.04 dB; (g) Without any Attack.
After applying attacks like cropping attack, Gaussian noise attack with noise intensity of 0.04 dB, jpeg attack up to
50% using lossless jpeg compression, median ﬁltering attack, rotation attack with an angle of 45◦, salt & pepper noise
attack with noise intensity of 0.04 dB on the combined watermarked & encryption images are shown in following
Fig. 11.
Later on, these combined and watermarked images are decrypted using 256 bit key advanced encryption and
decryption standard algorithms. After completion of decryption process the decryptedwatermarked image are obtained
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Fig. 13. Extracted Watermark Logo from Decrypted Watermarked Images of Shri Sant Gajanan Maharaj for Gain Factor (alpha = 0.5) after
Applying Attacks like (a) Cropping Attack; (b) Gaussian Noise Attack with Intensity of 0.04 dB; (c) JPEG Compression Attack up to 50%;
(d) Median Filter Attack; (e) Rotation Attack with 45◦; (f) Salt and Pepper Noise Attack with Intensity of 0.04 dB; (g) Without any Attack.
shown in above Fig. 12. It also explains the impact of various attacks on the combined watermarked and encryption
image. From above Fig. 12, it shows that the rotation attack, Gaussian attack, cropping attack, median attack has more
effect as compared to salt & pepper noise attack with an intensity of 0.04 db & JPEG compression attack. Fig. 12 (e)
image fails to decrypt image after applying the rotation attack with an angle of 45◦. Decrypted image after median
ﬁltering attack also fails to maintain the imperceptibility of watermarked image but has better than decrypted image
after rotation attack. From these decrypted watermarked image, watermarks logo is extracted by using DCT watermark
extraction algorithm. The extracted watermark after performing various attacks and without attack for gain factor
(alpha = 0.5) is shown in Fig. 13 below.
From Fig. 13, it is observed that watermark is totally destroyed after extraction of watermark form decrypted
watermarked image on which rotation attack with an angle of 45◦ is applied. From Table 2 and Fig. 9 it is observed
that mean square error is same for all attacks except cropping attack. It also explains normalizes cross-correlation
coefﬁcient which represents the robustness of watermark. It is found that the watermark extracted from decrypted
watermarked image is robust against the attack like jpeg lossless compression up to 50%, median ﬁltering attacks,
salt & pepper noise for 0.04 dB noise intensity as compare to other attacks used in experiments.
6. Conclusions
In this research paper, the aggregation of two techniques used for security and copyright protection is explained.
DCT digital watermarking technique is used for providing copyright protection and advanced encryption & decryption
standard techniques is used for maintain the security using 256 bit key. It also explains the performance and analysis
of impact of various attacks used in experiments by calculating the parameters like imperceptibility, mean square
error, robustness of watermark image for alpha = 0.5 i.e. gain factor. It is observed that the peak signal to the noise
ratio value of watermarked image & after extraction of watermark is found same after applying jpeg compression
attack & before attack. Similarly, mean square error value of watermarked image and mean square value of image after
extraction of watermark & robustness value i.e. NCC after encryption and decryption is found same after applying
jpeg compression attack and before attack. This proves that discrete cosine transform support jpeg compression
techniques. In this experiment the normalized cross correlation coefﬁcient is maintained above 87% against the attacks
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like median ﬁltering attack, salt & pepper attack and jpeg compression attack. However, this method fails to maintain
the robustness & imperceptibility of watermark and watermarked image against attacks like cropping attack, rotation
attack and Gaussian attack.
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